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Answer onlv five questions 10 pt. for each

Ouestion L:
1. Put 'true' or 'false'

a) A cipher or cryptosystem is used td encrypt the plaintext

b) The result of encryption is plaintext
c) A key is used to configure a cryptosystem

d) A symmetric key cryptosystem uses the different keys to encrypt and to decrypt

e) A public key cryptosystem uses a public key to encrypt and a private key to

decryPt
2. Define the following terms:

a) CryPtologY
b) CrYPtograPhY
c) CryPtanalYsis

Question 2:
E".t)rpt the message "this is an exercise "using Caesar cipher with key: 5

Ouestion 3:

'Encrypt the message

'u/e ane all togethen'

Using a double transposition cipher with 4 rows and 4 columns, using the row permutation

(!,2,3, 4\ -) (2, 4, L,3l

and the column Permutation

(L, 2, 3, 4\ -) (3, t, 2, 4).

Ouestion 4:
Using one-time pad, encrypt and decrypt the plaintext (110101010101010010100) with the

key (10100100101010101 1 101)

Ouestion 5:
Draw the general structure of one round DE,S, how many rounds have DES, how big is the

key and how big is the block?

Question 6:
1. Describe RSA Algorithm.
2. ,Perform encryption and decryption

message:"6".

for the following data. P:l\,1:3, e:3 and

&car7/ul4
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Answesr the following questions, where each has 12.5 points.

Q1,
a. What is the data mining and its applications?
b. Draw a cartoon that describes the main steps in data mining process.

c. What are knowledge types that are extracted from data mining? Give an example for each

type.

Q2.

a) Why do we need first to preprocess the data?
b) What are the type of attributes? Give an example for each type?
c) How can we draw the boxplot? Why boxplot is important?

Q3.

d. Apply the priori algorithm with minimum support 2 to the corresponding tabie.
e. Write mathematical equation for recall and precision terrns.
f. What are kind of attributes? Give an example for each type.

(\A

a. Build the classification tree using induction decision tree algorithm for this
ta b le.

b. Use Naive Bays Classifier to classify the example (Engine = smdll, 1r;[e=!e s,

Weight=ave ra ge, fuel=good)

E ngi ne Turbo Weieht Fuel Class

small no average good no

small no lisht averase no

small yes ave rage bad VCS

medium no heavy bad VCS

laree no averase bad yes

medium no lieht bad no

la rse yes heavy bad no

larse no heavy bad no

medium yes lieht bad VCS

Iarge no ave rage bad yes

small no light good no

small no ave rage average no

medium no heavv bad no

small yes average ave rase no

medium no heavv bad no
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